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Hackers who commandeer your computer are bad endlayh scientists worry that someday, they’ll trytédke over your
brain.
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In the past year, researchers have developed tlegynihat makes it possible to use thoughtsgerate a&omputey maneuve

awheelchairor evernuse Twitter— all without lifting a finger. But as neural dees become more complicated — and go
wireless — some scientists say the risks of “bhaioking” should be taken seriously.

“Neural devices are innovating at an extremelydapte and hold tremendous promise for the futisaid computer securit
expert Tadayoshi Kohno of the University of Waslhiamg “But if we don’t start paying attention to seity, we’re worried
that we might find ourselves in five or 10 yeargisg we’'ve made a big mistake.”

Hackers tap into personal computers all the timbutwhat would happen if they focused their neiasienergy on neural
devices, such as the d«brair stimulators currently used to treat Parkir's and depression, or electr systems fo
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controlling prosthetic limbs? According to Kohnaddms colleagues, who published their concerns Juh/Neurosurgical
Focus, most current devices carry few security riskst &uneural engineering becomes more complex ame widespread,
the potential for security breaches will mushroom.

For example, the next generation of implantablaabsvto control prosthetic limbs will likely incledvireless controls that
allow physicians to remotely adjust settings onrtteehine. If neural engineers don’t build in seiyuieatures such as
encryption and access control, an attacker coygahithe device and take over the robotic limb.

“It's very hard to design complex systems that ddmave bugs,” Kohno said. “As these medical devatag to become mor
and more complicated, it gets easier and easigydiople to overlook a bug that could become a seripus risk. It might
border on science fiction today, but so did gomg¢hte moon 50 years ago.”

Some might question why anyone would want to hati someone else’s brain, but the researcherdsag’® a precedent f
using computers to cause neurological harm. In Ndex 2007 and March 2008, malicious programmaarslalizedepilepsy
support websiteby putting up flashing animations, which causedwses in some photo-sensitive patients.

“It happened on two separate occasions,” said ctenggience graduate student Tamara Denning, atb@aon the paper.
“It's evidence that people will be malicious ang to compromise peoples’ health using computerse@ally if neural
devices become more widespread.”

In some cases, patients might even want to haoklair own neural devicélnlike devices to control prosthetic limbs, wh
still use wires, many deep brain stimulators alye@tly on wireless signals. Hacking into these desicould enable patient
to “self-prescribe” elevated moods or pain religfificreasing the activity of the brain’s reward tezs.

Despite the risks, Kohno said, most new devices'taceeated with security in mind. Neural engineeasefully consider the
safety and reliability of new equipment, and nethimgsts focus on whether a new device fits ethizatielines. But until
now, few groups have considered how neural devitght be hijacked to perform unintended actions. Thifésfirst time al
academic paper has addressed the topic of “neundlsgta term the group coined to describe thesid.

“The security and privacy issues somehow seenigdyg|” Kohno said. “I would not be surprised if sigpeople working in
this space have never thought about secirity

Kevin Otto, a bioengineer who studies brain-macimterfaces at Purdue Universty, said he was Ihjitgkeptical of the
research. “When | first picked up the paper, | dénow if | agreed that it was an issue. But thpgragivesa very compelling
argument that this is important, and that thisiestime to have neural engineers collaborate vethusty developers.”

It's never too early to start thinking about setyuissues, said neural engineer Justin WilliamthefUniversity of Wisconsin
who was not involved in the research. But he stekéisat the kinds of devices available today atesnsceptible to attack,
and that fear of future risks shouldn’t impede pesg in the field. “These kinds of security isshiage to proceed in lockste
with the technology,” Williams said.

History provides plenty of examples of why it's iorpant to think about security before it becomgsablem, Kohno said.
Perhaps the best example is the internet, whichonigmally conceived as a research project and’titdke security into
account.

“Because the internet was not originally designétl security in mind,” the researchers wrote, Siincredibly challenging -
if not impossible — to retrofit the existing int@mninfrastructure to meet all of today’s securibats.” Kohno and his
colleagues hope to avoid such problems in the hdexace world, by getting the community to discpsgential security
problems before they become a reality.

“The first thing is to ask ourselves is, ‘Couldtade a security and privacy problem?”” Kohno sa#aking ‘Is there a
problem?’ gets you 90 percent there, and that’srtbst important thing.”

Via Mind Hack:
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